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Outline

❖Purpose of Risk Management

❖Risk Management Process in IT
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Purpose of Risk Management

❖Cyber attacks continue to be a source of 
significant exposure to organizations of all 
types

❖Practitioners of information security are all 
well aware that exposure to risk is ever-
changing and that it is also hard to assess.

❖Risk is a quantitative measure of the 
potential damage caused by a threat, by a 
vulnerability, or by an event (malicious or 
non malicious) that affects the set of IT 
assets owned by the organization. 
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..Cont

❖ Confidentiality 

◼ A breach of confidentiality occurs when a person 
knowingly accesses a computer without 
authorization or exceeding authorized access.

❖ Integrity 

◼ A breach of integrity occurs when a system or 
data has been accidentally or maliciously 
modified, altered, or destroyed without 
authorization. 

❖Availability.

◼ A breach of availability occurs when an authorized 
user is prevented from timely, reliable access to 
data or a system, e.g., DoS attack. 
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..Cont

❖IT risk management ➔ The process of 

reducing IT risk 

◼ A process is a well-defined, repeatable sequences 
of activities

❖Process:

◼ (Ongoing) identification of threats, vulnerabilities, 
or (risk) events impacting the set of IT assets 
owned by the organization

◼ Risk assessment (also called risk analysis)

◼ Risk mitigation planning

◼ Risk mitigation implementation

◼ Evaluation of the mitigation’s effectiveness
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Risk Management Process 
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❖Thank you
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